
Business stakeholders require 
greater flexibility in IT operations, but 
administrators must still maintain a 
secure and consistent user environment. 
They can no longer rely on the traditional 
model of managing only the machine. 
Each user needs to be granted the right 
access to the right resources regardless 
of the device used. This means that 
even small businesses are dealing with 
hundreds of user environments, each 
of which needs to be exactly right for 
the particular user, without impacting 
IT administration resources that are 
already limited.

Quest® KACE® Desktop Authority® 
makes it possible for you to proactively 
configure, manage, secure and support 
each unique user workspace, quickly and 
easily, through a single console. Part of the 
KACE Desktop Authority Management 
Suite, KACE Desktop Authority provides 
the following capabilities:

•	 Minimize the hassle of deploying and 
securing devices by customizing devices 

at the first login; configure the firewall and 
control browser security for physical, virtual 
and published Windows environments.

•	 Ensure applications are always available 
and maintain access to network resources.

•	 Tailor each user’s environment to 
the identity instantly by configuring 
drives, printers, folders, shortcuts 
and Outlook profiles.

FEATURES  

Real-time targeting engine: Eliminate the 
need to choose between one-size-fits-
all configurations or leaving computers 
unmanaged. Desktop Authority tailors 
settings and configurations by user, 
computer, network address and dozens 
of other criteria using its patented 
Validation Logic targeting engine. 
This simplifies initial provisioning 
and environment setup, enforces 
user access policies, automates 
configuration and setting updates.

User environment configuration: 
Configure access to company resources, 
manage security settings, configure 

Quest® KACE® 
Desktop Authority®

Centralized, secure and consistent management for Windows environments

BENEFITS:

•	 Easily targets, configures and 
manages a secure and consistent 
user environment, no matter where 
users are or whether they use a 
physical or virtual desktop — even 
machines on and off the domain 
with just internet connectivity

•	 Customizes user configurations 
like drives, printers, shortcuts and 
Office — without logon scripts, 
PowerShell or WMI filtering

•	 Enables users to customize their 
computers the way they want — within 
the limits you specify and without 
giving them local admin rights

•	 Reduces service requests 
by proactively managing 
user configurations and 
administrative privileges

KACE Desktop Authority 
makes it easy to target and 
enforce configurations and 
settings using patented 
Validation Logic technology 
for user environment 
management. 
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Microsoft Outlook profiles and Office 
settings, and customize registry settings. 

Windows environment management: 
Take control of your Windows 
environment by deploying software 
and service packs, controlling power 
schemes and inactivity settings, and 
tracking hardware and software. 

Device security: Prevent security 
problems where they’re most likely to 
occur — at the desktop. Set security 
policies, manage the firewall, lock 
inactive computers, and manage 
browser security and privacy settings 
for machines, applications and data. 

Remote user support: Manage 
more than 40 computer tasks 
without interrupting the user with the 
ExpertAssist remote management 
system while accessing system 

SERVER REQUIREMENTS

OPERATING SYSTEMS

WINDOWS SERVER 2008 
STANDARD/ENTERPRISE 
(32/64 BIT)

WINDOWS SERVER 2008 R2 
STANDARD/ENTERPRISE

WINDOWS SERVER 2012

WINDOWS SERVER 2012 R2 
STANDARD/ENTERPRISE

WINDOWS SERVER 2016 

DOMAIN CONTROLLERS

WINDOWS SERVER 2008 DOMAIN

WINDOWS SERVER 
2008 R2 DOMAIN

WINDOWS SERVER 2012 DOMAIN

WINDOWS SERVER 
2012 R2 DOMAIN

WINDOWS SERVER 2016 DOMAIN 

DATABASE SERVER

MICROSOFT SQL SERVER VERSION 
2008 OR HIGHER INSTALLED 
IF NECESSARY

MICROSOFT .NET FRAMEWORK 
VERSION 3.5 SP1

MICROSOFT .NET FRAMEWORK, 
HOTFIX KB981119

MICROSOFT VISUAL C++ 2005 
REDISTRIBUTABLE PACKAGE

MICROSOFT SQL SERVER 
2008/2014 R2 EXPRESS — 
INSTALLED IF AN EXISTING 
SQL SERVER INSTANCE IS 
NOT SELECTED

MICROSOFT INTERNET 
INFORMATION SERVICES (IIS) 
7 OR HIGHER

BROWSERS SUPPORTED
(CONSOLE)

INTERNET EXPLORER 11

FIREFOX 3.8 OR HIGHER

CHROME 44 OR HIGHER

EDGE 25 OR HIGHER

SCREEN RESOLUTION

1024X768 
 
CLIENT REQUIREMENTS

OPERATING SYSTEMS

WINDOWS 7

WINDOWS 8.1

WINDOWS 10

WINDOWS SERVER 2008

WINDOWS SERVER 2008 R2

WINDOWS SERVER 2012

WINDOWS SERVER 2012 R2

WINDOWS SERVER 2016 

INSTALLED IF NECESSARY

MICROSOFT WINDOWS 
INSTALLER 3.1

MICROSOFT .NET 2.0 SP1

BROWSERS SUPPORTED

INTERNET EXPLORER 11

FIREFOX 3.8 OR HIGHER

CHROME 44 OR HIGHER

EDGE 25 OR HIGHER

SCREEN RESOLUTION

1024X768 
 
USER PERMISSIONS

USER PERMISSION

ONE ADMIN-LEVEL ACCOUNT 
WITH READ/WRITE ACCESS TO 
ALL NETLOGON SHARE(S) AND 
TO BE A MEMBER OF THE LOCAL 
ADMINISTRATORS GROUP ON ALL 
APPLICABLE WORKSTATIONS

ONE DOMAIN USER-LEVEL  
ACCOUNT

information, controlling processes, 
running remote command-line 
commands and copying files. 

USE CASES  

•	 Customize user configurations for drives, 
printers, shortcuts, Microsoft Office and 
Outlook signatures without logon scripts.

•	 Provide users with the ability to 
customize their computers the way 
they want while giving IT admins 
centralized control over key settings.

•	 Minimize risk by configuring 
browser security settings.

•	 Reduce the IT burden of managing 
users who move from company location 
to location or who spend part of the 
time on the road and need support 
when they’re not in the office.

ABOUT QUEST SOFTWARE

Quest Software creates technology and 
solutions that build the foundation for 
enterprise AI. Focused on data manage-
ment and governance, cybersecurity 
and platform modernization, Quest helps 
organizations address their most press-
ing challenges and make the promise of 
AI a reality. Around the globe, more than 
45,000 companies including over 90% 
of the Fortune 500 count on Quest Soft-
ware. For more information, visit www.
quest.com or follow Quest Software on X 

(formerly Twitter) and LinkedIn.
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