NetVault” Plus

Enterprise data protection and disaster recovery software

While the business demands an “always
on, always available” environment,

IT complexity and exponential data
growthmay be complicating and slowing
down your backup and recovery process,
affecting your recovery point objectives
(RPOs) and adding unnecessary risk.

And with the growing risk of ransomware
and other malware attacks, data
protection is even more critical! In
addition, you're using limited IT budget
to continue investing in more and more
storage to keep up, storing your backups
onsite and even in the cloud. And while
man-madeand natural disasters are few
and far between, they are a reality, and
businesses need to prepare. But there

is a solution

CLOUD-READY DATA PROTECTION
FOR THE HYBRID DATA CENTER

NetVault Plus protects your applications
and data in complex IT environments and
stores your backup data safely, securely
and efficiently — simplifying backup

and recovery in hybrid data center
environments.

This powerful solution supports a

wide range of operating systems and
application platforms in physical, virtual
and cloud environments which means
you can eliminate having to use multiple
backup solutions. With NetVault Plus, you
can ensure protection and recoverability
of business-critical systems, applications
and data, no matter where they reside, to
protect your business from unexpected
system outages, data loss and malicious
cyberattacks.

Cloud tenant

With NetVault Plus, you
can ensure protection and
recoverability of business-

critical systems, applications
and data, while reducing
storage costs.

BENEFITS:

- Simplify backup and recovery with
a single solution for the enterprise

- Gain ransomware protection that's
unavailable in other solutions

- Attain secure, resilient data
transmission, replication and storage

« Gain better protection for
systems, applications and data

« Achieve fast RTOs and granular RPOs

« Reduce risk of data loss and damage
through Continuous Data Protection

« Reduce storage requirements and

On-premises data center
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costs, on-premises and in the cloud

Connect to the cloud for
low-cost, long-term data storage
and disaster recovery



NetVault Plus delivers
unparalleled protection

and recovery from
ransomware and other
cyberattacks.

IMPROVE RANSOMWARE
RESILIENCE

Attackers know your backups are your
last line of defense, so they target them
for deletion. NetVault Plus protects your
backups with immutability to prevent
changes and deletions. You also get
anomaly detection to ensure you aren’t
backing up hidden ransomware that
could re-infect your data after recovery.
Data encryption ensures hackers can’t
disclose confidential backup data. Plus,
you get replication for a 3-2-1 backup
strategy and air-gap backup to tape.
NetVault Plus helps you recover after an
attack as if it never happened.

MORE POWER, MORE BENEFITS

NetVault Plus delivers faster, more effi-
cient and secure backups. This way you
can run your backups more often and
reduce the risk of system downtime
and data loss.

You'll reduce storage requirements by
up to 93% to significantly reduce stor-
age costs on-premises and in the cloud.
You'll also shorten replication time and
overcome unreliable WAN connec-
tions while better leveraging the cloud
for backup, long-term data storage and
disaster recovery.

KEY FEATURES

« Physical, virtual and cloud protection
for Windows, Linux, UNIX, Mac, VMware,
VMWare Cloud on AWS, Hyper-V,
Azure Cloud, AWS and more

- Broad application protection
(Microsoft Office 365, SQL, Exchange,
Oracle, SharePoint, MySQL, DB2,
PostgreSQL, SAP, NAS and more)

« Ransomware protection and recovery
through immutable backups and backup
recycle bin, anomaly detection encryption,
MFA and air-gap backup to tape and cloud

« Instantly recover a virtual machine
by mounting a VM image snapshot
directly from the QoreStor repository.
Includes deduplicated data.

« Continuous Data Protection (CDP)
innovation that performs incremental
forever protection of VMware
virtual machines providing instant
recovery direct from deduplicated
storage, keeping recovery times
and storage costs to a minimum

. Direct to cloud backup using AWS,
Amazon, Google, IBM, Wasabi
and other public clouds

- Integrated content-aware, variable block
dedupe engine with CloudTier technology
to lower your on-prem and cloud backup
storage requirements by an average of 93%

« Built-in patented encryption technology
enhancing AES-256, in flight and at rest

- Built-in protocol accelerators to accelerate
data ingest by up to 20TB/hour

. Centralized, enterprise-wide control
for local, remote and cloud resources,
extensive storage options including
disk arrays, tape libraries, VTL

- Remote replication sends only unique
data to a remote site to reduce replication
windows by up to 15x while reducing
network bandwidth use by up to 85%

. CloudTier enables use of low-cost Azure

. Blob and AWS S3 storage for long
term data retention and recovery

. Direct-to-target backup allows you to
bypass the media server and back up
directly to the target storage device

ABOUT QUEST SOFTWARE

Quest Software creates technology and
solutions that build the foundation for
enterprise Al. Focused on data manage-
ment and governance, cybersecurity

and platform modernization, Quest

helps organizations address their most
pressing challenges and make the prom-
ise of Al a reality. Around the globe, more
than 45,000 companies including over
90% of the Fortune 500 count on Quest
Software. For more information, visit
www.quest.com or follow Quest Software

Quest

4 Polaris Way, Aliso Viejo, CA 92656 | www.quest.com
If you are located outside North America, you can find
local office information on our Web site.
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